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Overvew ...
These instructions are for configuri i ;
supplicant to connect to Towsonoés =Summary

configuration will provide the most secure and stable connection to 1. Process Overview

the Towson network.

If you need additional assistance, please contact the Help Center at

410-704-5151.

0 =Shortcut 6=Advice 9=Caution

2. Install Windows XP
Security Patches

3. Configure Windows XP for
TowsonU Wireless

Download and install Microsoft security patch from OTS downloads by clicking the link below:

1.

http://wwwnew.towson.edu/adminfinance/ots/CoreTechSecurity/OTSDownloadsall.asp#Updates

1.

Note: If the patches or Windows XP Service
Pack 3 is already installed, a Setup error
message (Fig 1) displays. You can safely go
to the next section.

After install finishes, reboot your machine.

Double-click the Wireless Networks icon on
the Taskbar (Fig 2, 1).

If you see TowsonUwireless or TowsonUguest
in the Preferred networks list (Fig 2, 1), then
highlight them and click Remove.

Click Add.

& Figure 2
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Figure 1
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Setup has detected that the Service Pack wersion of this system
is newer than the update vou are applying.

There is no need toinskall this update,

¥ Use Windows to configure my wireless network settings

Figure 3
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Figure 4
4. Type TowsonUwireless in the

Network name (SSID)  box
(Fig 4, 1).

TowzonUwirelezz properhes

5. For Network Authentication , select WPA2
(Fig 4, 2).

6. For Data encryption, select AES
(Fig 4, 1).

7. Click on the Authentication tab.

8. For EAP select Protected EAP (PEAP) etwork key:
9. Uncheck Authenticate as computer when
computer information is available
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10. Click on Properties (Fig 5, 1).
Figure 5

Towszonlwirelezs properties
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11. Check Connect to these servers Figure 6

(Fig 6, 1). Protected EAP Properties k4 B3
12. In the box below Connect to these When connectin,

servers , type net.towson.edu; cis- 5 !Wiﬂcm

coacsl.net.towson.edu; cis-

coacs2.net.towson.edu (Fig 6, 2) v mcttothese servers:

) Inet.towson.edu; ciscoacs1l.net.t .edu; ci 2.net.t .edu
O You should type all the server names in step
12, using semi colons and no spaces to Trusted Root Certification Authorities:
separate them. This will allow your [ aaa Certificate Services g
computer to connect to the network using [ ABA.ECOM Root CA
several server options. [ Ac rRaIZ DNIE
[ A-CERT ADVANCED

13. Under Trusted Root Certification [ agence Nationale de Certification Electronique

Authorities , check Equifax Secure [ Agence Natianale de Certification Electronique

Global eBusiness CA-1 O % ot Certification Authority 1 _'J

: |

14. Under Select Authentication Method ,
select Secured password 4B
(EAP-MSCHAP v2) °

15. Uncheck Do not prompt user to Select Authentication Method:

authorize new servers or trusted | Secured password (EAP-MSCHAP v2) ~| _Corfigure... I
certification authorities (Fig 6, 3)

[V Enable Fast Reconnect
16. Check Enable Fast Reconnect | oK I e |
17. Click Configure (Fig 6, 4).

Figure 7

EAP MSCHAPv2 Properties ]|

y ,-’-\.utn:-matln::all_l,l Lze my Windows lagon name ar‘u:l
‘password [and domain if ang). :

18. Uncheck Automatically use my Windows logon
name and password  (Fig 7, 1). ok, I Cancel

19. Click OK )
Figure 8

four
times to | " Wireless Network Connection 2 El

accept Click. here to zelect a certificate or other credentials faor [
connection to the netwaork. Towszonlwg \ = -
n = > o
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21. Enter in your username & password into the Enter Credentials dialog box (Fig 9) and click OK.

Figure 9

0 NOTE: You should leave the Logon domain field blank. —— =]

User name: I |

Password: I

Logon domain: I

Ok I Cancel |

22. Click the icon highlighted by the balloon (Fig 10, 1).

Figure 10

Click here to process your logon infarmation for the: netwo

(591 ‘wireless Metwork Connection 2
Towsonwireless

ZN 2 OMES 2 e

23. You should see the following message (Fig 11). Click OK to validate the certificate.

Figure 11

Yalidate Server Certificate

You have reached server named: ;l
ciscoacs1.net.towson, edu

If this iz the correct server, click OK to connect and wou will not see this

message again, Click CANCEL ko drop the connection,

I

Wiew Server Certificate |

(o] 4 I Cancel |

24. This balloon indicates you are now connected to TowsonUwireless (Fig 12, 1).

Figure 12
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1 wireless Network C tion 2 is now ted
Connected to: Towsonlwirgless
Signal Strength: Excellent
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