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Overview

These detailed instructions are for configuring Microsoft Windows

Vi st add nbwiilrtel ess supplicant to con
Wireless connection. The configuration will provide the most secure

and stable connection to the Towson network and will allow you to

access TU resources like your H: and O: drive. 2. Configure Windows Vista

1. Process Overview

. : for tu -secure
If you need additional assistance, please contact the Help Center at

410-704 -5151.

Configure WindowsclVistW felred u:

1. Select Start > Settings >Control Panel

2. Inthe Control Panel, select Network and Sharing Center.

3. Inthe Network and Sharing Center , select Manage wireless networks (Figure 1, 1)
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4. In Manage wireless network (Figure 2) , click the Add button (Figure 2, 1)
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Figure 2

[ ==l
! uv|,ﬂj]] » Control Panel » Manage Wireless Networks - | "‘ ‘ Search 2]

Manage wireless networks that use (Wireless Netwaork Connection)
Windows tries to connect to these networks in the erder listed below. To change the order, drag a network up or down in the list. You

can also add or remove network profiles,

% dd @ Adapter properties 3 Profile types :‘: Metwork and Sharing Center @
Metworks you can view and medify (1) ~

Security: Unsecured Type: Any supported Automatically con...

1 item

iﬂ!ﬂﬂ

5. Select Manually create a network profile (Figure 3, 1)
Figure 3
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! Manually connect to a wireless network

How do you want to add a network?

Siud Add a network that is in range of this computer
"= This shows you a list of networks that are currently available and lets you connect
to cne. Once you connect, a profile for the network is saved on your computer,

m ianudally credate a NnEtWork profie

S=. This creates a new network profile or locates an existing network and saves a profile
for the network on your computer. You need to know the network name (S5ID) and
security key (if applicable).

& Create an ad hoc network
" This creates a temporary network for sharing files or an Internet connection

Cancel

6. Inthe Manually create a network profile dialog box (Figure 4) , for Network name , type:
tu -secure (Figure 4, 1)

7. For Security type , select WPA2 -Enterprise  from the drop down menu (Figure 4, 2)

8. For Encryption Type , select AES from the drop down menu (Figure 4, 3)
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9. Check the checkbox for  Start this connection automatically (Figure 4, 4)
Figure 4
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@ ! Manually connect to a wireless netwerk

Enter infarmation for the wireless network youg

"
Metwork name: tsecure
Security type: [WPM-Enterprise
Encryption type: [AES '}-
\ Security Key/Passphrase: Display characters

Start this connection automatically

iConnect even if the network is not broadca:ting?

Warning: If you select this option, your computer's privacy might be at risk,

[ Mext ]’ Cancel

10. NOTE i Very important : Make sure you put a check in the box next to Connect even if the
9 network is not broadcasting or the wireless card will not connect to tu -secure since it is not a
broadcasted network  (Figure 4, 5)

11. Click Next .

12. In Manually Connect to a Network screen, click Connect (Figuré5, 1)
Note: The Connect streeé will disappear and you will get a message at the bottom of the
screenthatsays a wirel ess network setting may need to be confi gu

configure .
Figure 5
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13. Click the configuration message. A Validate Server Certificate dialog box appears  (Figure 6)

14. The message in the box should say that The Root Certificate Authority for
certificate is: Equifax Secure Global eBusiness CA -1

15. Click OK (Figure Figure 6 ¢ 9.

Validate Server Certificate

The Root Certification Autharity for the server's certificate is: Equifax -
Secure Global eBusiness CA-1

If this is the correct certificate, click OK to connect and you will not see

this message again. Click CAMCEL to drop connection]

=

\ ’ View Server Certificate

\/\I\ OK ][ Cancel ]

16. You will not see tu -secure in list of wireless networks (Figure 7)

17. At this point, click on Cancel to get out of this status page (Figure 7, 1)

Figure 7

=)= =
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Set up a connection or network
Open Metwork and Sharing Center
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18. Go back intothe Manage Wireless Networks page. You will now see the wireless networks
list: tu -secure (Figure 8)
Figure 8
twwecure
wireless
19. Inthe Manage Wireless Networks page, right -click on tu -secure . A shortcut menu appears.
20. In the shortcut menu, select Properties

The Properties  dialog box appears  (Figure 9) Figure 9

21. Inthe Properties dialog box, select the

Security tab (Figure 9,1) . \a;

22. Click the Settings button next to the Choose
Authentication method (Figure 9, 2)




